
Your guide to 
combating cybercrime

When hackers breach the security of multi-national 
corporations it makes headline news, yet there is rarely a 
mention when cybercrime hits smaller organisations.

Very few people are aware of the variety of organisations that 
today’s cybercriminals are targeting – it’s not just supersized 
global businesses. 

According to a Verizon* report into data breaches, investigated 
by the company’s forensic analysis unit:

•  71% of data breaches targeted small organisations with fewer 
than 100 employees

•  Of this group, organisations with less than 10 employees were 
the most frequently attacked

*Based in the US, Verizon is one of the largest communication technology 
companies in the world.

How to achieve effective solutions on the 
budget of a sports governing body.



Everyone is a victim when it 
comes to cybercrime
The loss and exposure of confidential data from a cyberattack 
is costly to both the people victimised and the organisation 
whose data was compromised.

For the victim, hackers typically retrieve personal information, 
bank account, credit card and social security numbers, 
resulting in identity fraud. The stress and time involved to 
reclaim their identity and get their financial house back in 
order is beyond measure.

For organisations, there are specific DBN (Data Breach 
Notification) laws and with GDPR (General Data Protection 
Regulation), managing breaches and data loss is a complex 
and costly process. The reputational damage caused by a 
breach can be disastrous for many businesses and steps 
need to be taken to mitigate this risk and ensure compliance 
with regulations. Cybercrime comes at a high price. 

According to research compiled by the Ponemon Institute in 
their 2nd Annual Cost of Cybercrime study, the average cost 
per breached record is anywhere between £100 to £150. 
This amount factors in the costs of the investigation and 
notification process, fixing the issue that led to the breach, 
possible liability and litigation costs, lost business, and the 
time and effort that go into damage control. In many cases, 
a damaged reputation may prove to be irreparable. Nearly 
two-thirds of victimised organisations are out of business 
within six months of a significant cyberattack, making 
cybercrime the death knell for many. This is because the 
consequences of cybercrime extend well beyond the 
actual incident and have long-lasting implications. 

Many governing bodies and small organisations obviously 
don’t have the same financial footing to rebound and carry 
on with business as usual in the way organisations like 
Amazon, Apple or Citibank can. The purpose of this guide is 
to explain the risks and offer some practical advice on the 
steps you can take to be better protected. 

Moreover, the trend of cybercriminals preying on smaller 
organisations doesn’t seem to be waning. 

Why cybercriminals are zeroing 
in on small organisations
Large corporations have the resources to invest heavily in the 
most sophisticated security strategies and successfully stop 
most cybercrime attempts. 

A typical large enterprise may have over twenty in-house 
IT dedicated employees ensuring that every device 
connecting to their network is adequately protected. 

In comparison, sports governing bodies have neither the 
money nor the manpower of large enterprises and can’t 
afford the same level of security. Very few have full-time IT 
dedicated personnel on hand to run routine security checks. 
Even those who do have in-house IT support often find that 
their internal resources are too bogged down with other 
tasks to properly address security upkeep. 

Since most cybercrimes go unreported by the media, 
there is no sense of urgency by organisations to prepare for 
cyberattacks. Too many organisations mistakenly view their 
operations and data as trivial to hackers. They feel that large 
online retailers, global banks, and government entities are 
much more attractive targets for hackers. 
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The reputational damage caused by 
a breach can be disastrous for many 
organisations and steps need to be 
taken to mitigate this risk.



Small organisations 
specifically targeted
The goals and methods of cyber attackers are evolving 
and will continue to evolve. The era of one “big heist” for 
hackers is over. 

Cybercriminals, today, often prefer to infiltrate the data of 
many small organisations at once, stealing from victims in 
tiny increments over time so as to not to set off an immediate 
alarm. This method takes advantage of those who are 
especially lax with their security processes and may not 
even realise there has been a security breach for days or 
sometimes even weeks. 

The “it will never happen to us” mindset must end. For 
instance, political “hacktivists” have been responsible for a 
number of high-profile Denial-of-Service (DDoS) attacks in 
recent years. The goal of a hacktivist is to disrupt the status 
quo and wreak havoc on the technology infrastructure of 
larger corporations and government entities. It’s a form of 
cyber anarchy – a “stick it to the man” philosophy spearheaded 
by groups like 4chan, Anonymous, LulzSec, and Anti-Sec. 

An owner or Chief Information Officer (CIO) at an organisation 
may read these highly publicised attacks in the press and not 
think anything of it. They aren’t Sony, Apple, or the Ministry 
of Defence, so why would a hacktivist target their data? But 
it’s estimated that there are on average 1.29 DDoS attacks 
throughout the world every two minutes and such activity is 
much broader in scope than the press may lead us to believe. 

The access ramp to bigger 
and better data 
One reason why smaller organisations are more vulnerable is 
that they’re often the inroad to larger, better-protected entities. 

They are connected to their suppliers or regulators, and this 
makes them an attractive entry point for raiding the data 
of a larger organisation or company. Larger entities have 
more sophisticated security processes in place to prevent 
cyberattacks, but associated organisations and businesses will 
often, unknowingly, become a Trojan horse used by hackers 
to gain backdoor access to bigger data. There is malware 
specifically designed to use an organisation’s website as a 
means of cracking the database of a larger partner.

For this reason, many companies and organisations will ask 
you for specifics on how their data will be safeguarded before 
they sign an agreement. Some may require an independent 
security audit of your systems to be conducted. They may 
also ask organisations to fill out a legally binding questionnaire 
pertaining to their security practices. 

Moving forward, an organisation that is unable to prove that 
they’re on top of their infrastructure’s security will likely 
lose out on potentially significant agreements and business 
relationships. More large enterprises are being careful to vet 
any business partners that they’re entrusting their data to.
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Know all devices connecting to your network 

Keep a frequently updated list of every device that connects to your network. This inventory is especially important 
given today’s BYOD (Bring-Your-Own-Device) workplace, where employees can access your network through several 
different devices. Knowing what these devices are, and ensuring they’re all configured properly, will optimise network 
security. 

All it takes is a regularly scheduled review to add or remove any devices and affirm that every endpoint is secure. 
Much of this process can be inexpensively automated through a Mobile Device Management (MDM) tool. An MDM 
tool will approve or quarantine any new device accessing the network, enforce encryption settings if sensitive 
information is stored on such a device, and remotely locate, lock, and wipe company data from lost or stolen devices.

Educate and train your employees 

Every employee should participate in regular general awareness security training. This will not only reduce security 
breaches directly tied to employee error or negligence but also train employees to be on the defence against 
cybercrime. Employees are critical to your security success and the prevention of data breaches. Hackers commonly 
break into networks by taking advantage of unknowing employees. Phishing attacks — legitimate looking emails 
specifically crafted to mislead recipients into clicking a malicious link where they’re asked to provide their username 
and password — are still successfully used by hackers to capture login credentials. 

If a large company makes the news for a data breach tied to an infected email, be sure to share that news with 
employees with a warning. Come up with fun ways to teach employees how to identify spear-phishing email 
attempts and better secure their systems and devices. 

It is also important to have a security policy written for employees that clearly identifies the best practices for internal 
and remote workers. For example, password security is critical, and passwords should be updated frequently to 
a combination of numbers, lower and upper-case letters and special characters that cannot be easily guessed. 
Security policy training should be integrated into any new employee induction. This policy should be updated 
periodically. More important than anything, this security policy must be enforced to be effective. 

Perform an audit of sensitive business information 

If you want to keep your most sensitive business information secure, it’s important to know exactly where it’s stored. 
A detailed quarterly audit is recommended.

Use Cloud and Managed Service Providers 

Overall, the cloud is likely to be a more secure data solution for small organisations. Any perception that the 
cloud isn’t safe is outdated. The majority of today’s security breaches are a result of lost or stolen devices, printed 
documents falling into the wrong hands, and employee errors leading to unintended disclosures. It’s fair to speculate 
that many of these breaches wouldn’t have occurred if this information been stored in the cloud, rather than on 
computers, laptops and vulnerable servers.
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To stay secure, a good 
defence is the best offence 
Data breaches aren’t always about 
bad people doing bad things. 
Many are the result of a technology failure or good employees making innocent mistakes. 

You don’t necessarily need a large budget or dozens of employees to adequately protect 

sensitive data. A secure environment is possible, even on a smaller budget. Here are a few 

steps to improving data and network security:



For more information on cybercrime and how Microtrading 
can help, call 0121 784 0077 or visit www.microtrading.co.uk

For more information and advice
Microtrading can assist you with your Cyber Essentials 
certification. Our extensive experience in online security 
and system compliance makes us the ideal IT support 
company to advise and support your business on its 
handling of sensitive data and the suitability of your IT 
processes and infrastructure.

Please contact: Andrew Penlington Director 
on 0121 784 0077 ap@microtrading.co.uk.

Since there is no way that these organisations can match a 
large enterprise’s internal resources, moving services like 
emails, backups and collaborative file sharing to the cloud not 
only reduces total-cost-of-ownership (TCO), but gives access 
to top-level security to better defend against internal and 
external threats. 

Meanwhile, a Managed Service Provider (MSP) can assume 
responsibility for security measures like the administering 
of complex security devices, technical controls like firewalls, 
patching, anti-virus software updates, intrusion-detection and 
log analysis systems. 

MSPs are also capable of generating a branded risk report 
for any potential client or business partner reviewing your 
security measures. This third-party manual assessment of your 
network security can instil confidence in prospective business 
partners by proving to them that any possible security risks or 
vulnerabilities will be properly managed and addressed.

Organisations should also consider embracing Cyber 
Essentials, a UK government scheme encouraging 
organisations to adopt good practice in information security. 
It includes an assurance framework and a set of security 
controls to protect information from threats coming from 
the internet.

Reduce threats with a 
professional service 
Organisations with limited budgets are actually 
enhancing their security by moving to the cloud.


